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Introduction

e DFIR investigations depend on the correct collection, parsing,
and analysis of several operating system artifacts.

e However, parsing these artifacts manually is time-consuming.
e Each artifact usually requires a specific parser, generates a

specific output format, and needs to be interpreted in the
context of the investigation.
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Introduction

e This work introduces Triager, a Python-based DFIR
automation platform.

e |tis designed to automatically process Windows forensic
artifacts collected during incident response and post-incident
investigations.
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Introduction

Main features:

e Parsing and analysis orchestration.
® Post-processing activities.
¢ |0C hunting.

e Al-assisted analysis and report generation.
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Background and related tools

Relevant Windows forensics artifacts:

® Event Logs (EVTX)
Prefetch, Amcache, Shimcache, BAM/DAM, SRUM
EDR logs

MFT, USN Journal, and $LogFile

User artifacts
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Background and related tools

Several specialized tools already exist for parsing Windows
forensic artifacts, including:

® PECmd, AppCompatCacheParser, AmcacheParser,
UserAssistReport

® MFTECmd

® SBECmd, JLECmd
® SrumECmd

® EvtxECmd

® Hayabusa, Chainsaw, APT-Hunter
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Architecture and implementation

Figure: Triager architecture.
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Architecture and implementation

e Triager requires Python 3.10 or newer.

¢ |ts main dependencies are: PyYAML, python-registry,
FastAPI, SQLAlchemy, and Uvicorn.

e External forensic utilities are placed under the tools/
directory.
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Architecture and implementation

The Web Console exposes a structured correlation query
language.

Example: amcache.publisher not_contains microsoft

Processed evidence, table data, and timeline or correlation
results can all be exported as CSV.

A full Word (. docx) investigation report can be generated
directly from the web interface.
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Triager Console

Open in your browser: http://localhost:806
press Ctrl+C here to stop the server.

Running on localhost only

Started server process [

RIAGER_WEB_JWT_SECRET
Every login token can be forged by anyon
] set a real secret before exposing this

Application startup complet
Uvicorn runmng on http://127.6.

127.0.0.1 GET /ap)/health
127.0.0. "GET / HTTP/1.1"

127.8.8. ET /styles.css
127.8.8. ET /vendor/mar|
127.0.0. - /vendor/pur
127.0.0. - fapp.js HTT
127.0.0. - /cases HTTP)
127.0.0. - ffavicon.ic
127.8.8. - 0ST /auth/logi
127.0.0.1:49913 - "POST /auth/logil
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TRIAGER::CONSOLE sers  Audit Log admi Sign out

Ingest jobs -- Machine 1

‘ Host identified: DESKTOP-2ENUFS0 - Windows 10 Pro Professional 21H2 Build 19044 - Pacific Standard Time

201 artifact table(s) already imported — ingest s still running, but you can start reviewing what's already done.
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TRIAGER::CONSOLE se s AuditLog E : admi sign out

My case

DESKTOP-2ENUF5@.
Windows 18 Pro Professional 21H2 Build 19844
10.10.10.132

Pacific Standard Time
2624-09-94T19:20:58+00:00

Pre-processed Triager output

Download processed data (zip)

ARTIFACT CATEGORIES

Event Logs Evidence of Execution File System Artifacts
e(s s 1 s) - 1,516 rou(s 5 -

Persistence Registry
1 table(s 8 s 8

&, Correlation

@ |0C
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TRIAGER:CONSOLE  Cases Al Settings 9 adnin :: Sign out

Al anaysis

aumpit_ves.

Evidence of Execution
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TRIAGER:CONSOLE  Cases
Lo 10C scan

123.ex
banco.exe

Sign out

Machine 1 0z

Evidence of Execution

Cristian Souza (Kaspersky & IME-USP)

SBSeg

2026 15/21



Introduction Background and related tools Architecture and implementation Usage Conclusion
000 00000@000

TRIAGER:CONSOLE  Cases  AlSettings Users  Audit Log a « Sign out

My case Correlation

Machine 1

dane: 123, exe|b3sagn25a2030578
sad?craAcaz achat7FAdbcas s Frdcesasssds
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TRIAGER:CONSOLE  Cases  AlSeltings  Us - Sign out

My case

Timeline

e s ([ | i

m wm/ddlyyyy i - o mm/ddlyyyy -

Evidence of Execution

2026-7-11 14:36:24 Hachine 1 User Artifocts Browsernistory
2026-07-11 14:36:24 Machine 1 User Artifacts Srowserhistory
2026-7-11 14:35:09 Hachine 1 User artifacts Browserhistory
2026-06-11 19:41:11 Machine 1 User Artifacts Browsernistory
2026-06-11 19:40:54 Machine 1 User Artifacts Browsernistory
2026-06-11 19:40:53 Pachine 1 User Artifacts Srowsernistory
2026-06-11 19:40:52 Machine 1 User Artifacts Browsernistory
2026-06-11 19:40:48 Machine 1 User Artifacts Browserhistory
2026-06-11 19:40:39 Hachine 1 User Artifocts Browserhistory
2026-06-11 19:40:33 Machine 1 User Artifacts Browsernistory
2026-06-11 19:40:25 Hachine 1 User artifacts Browserhistory
2026-06-11 19:40:18 Machine 1 User Artifacts Browserhistory
2026-06-11 19:38:45 Machine 1 User Artifacts Browsernistory
2026-06-11 19:37:25 Pachine 1 User Artifacts Browserhistory
2026-06-11 19:34:12 Machine 1 User Artifacts Browserhistory

2026-06-11 19:34:11 Machine 1 User Artifacts Browserhistory
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TRIAGER:CONSOLE  Cases A

sign out
My case

Al-assisted analysis

Whole caze (all machines)

Clear history

Based on provided,
happened, when,

this case for

EXECUTIVE SUMMARY — CASE FINDINGS (MACHINE 1/ HOST: DESKTOP-2ENUF50, USER: "USER")
WHAT HAPPENED

This appears to

for research or 5 and later ran

tooling to capture evidence of the activiy. Additionall, strong indicators point o a prior ransomware infection
pted files on this

b s session, based on
filesystem arifact naming.

KEY TIMELINE OF EVENTS (ALL ON 2024-09-04, HOST DESKTOP-2ENUF50)

1. ~19:20-19:29 — System boot/setup, VMware Tools instal, various Windows housekeeping (service nsalls,
‘Windows Update, Edge browser instal). This looks like normal VM provisioning/first boot.

CE newlocal user ac

to the Local Ad

(Security Event IDs 4720/4T28/4732, Chainsaw Account Taspering table). Tisis a normal setup action for a
test VM but is worth flagging as a privlege change.

3.-1926-19:40 istory,
("MalwareBazaar), a well-known public
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Findings
2026:08-08.02:16 UTC — Machine 1/ Prefetch C 2026071173652 Pecmd Output (flagged by admin)

Susplcious arifact execution

£XE-3380AF8S.pf, SourceCreateds:

2026.08.08.02:16 UTC -~ Machine 1/ Amcache Evilunter Amcache Entries (flagged by admin)

Suspicious svchost.exe.

4db5382237537b647b435385068584121a7e5e3

ITC ~ Machine 1/ Ameache Evlhunter Amcache Entries (fogged by admin)

suspicious fle

sa1
1200, 2140, 2140
Al-Assisted Analysis
Whole-case analysis
Question
don th case for anortechnical
happened, when,
Alresponse:

Executive Summary - Case Findines Machine 1 / Host: DESKTOP-2ENUFS0. user: "user”)
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Conclusion

® Triager: open-source DFIR automation and investigation
platform for Windows triage collections.

e Processing engine: orchestrates parsers, extracts host data
from registry hives, normalizes outputs, and supports CLI
search and IOC hunting.

e Web Console: multi-case and multi-machine management,
cross-machine correlation, unified timeline, I0C scanning,
Al-assisted analysis, and automated reporting.

¢ Distributed as a single binary.
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