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Introduction

• DFIR investigations depend on the correct collection, parsing,and analysis of several operating system artifacts.
• However, parsing these artifacts manually is time-consuming.
• Each artifact usually requires a specific parser, generates aspecific output format, and needs to be interpreted in thecontext of the investigation.
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Introduction

• This work introduces Triager, a Python-based DFIRautomation platform.
• It is designed to automatically process Windows forensicartifacts collected during incident response and post-incidentinvestigations.
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Introduction

Main features:

• Parsing and analysis orchestration.
• Post-processing activities.
• IOC hunting.
• AI-assisted analysis and report generation.
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Background and related tools
Relevant Windows forensics artifacts:

• Event Logs (EVTX)
• Prefetch, Amcache, Shimcache, BAM/DAM, SRUM
• EDR logs
• MFT, USN Journal, and $LogFile
• User artifacts
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Background and related tools
Several specialized tools already exist for parsing Windows
forensic artifacts, including:

• PECmd, AppCompatCacheParser, AmcacheParser,
UserAssistReport

• MFTECmd

• SBECmd, JLECmd
• SrumECmd

• EvtxECmd

• Hayabusa, Chainsaw, APT-Hunter
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Architecture and implementation

Figure: Triager architecture.
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Architecture and implementation

• Triager requires Python 3.10 or newer.
• Its main dependencies are: PyYAML, python-registry,
FastAPI, SQLAlchemy, and Uvicorn.

• External forensic utilities are placed under the tools/directory.
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Architecture and implementation
• The Web Console exposes a structured correlation querylanguage.
• Example: amcache.publisher not contains microsoft

• Processed evidence, table data, and timeline or correlationresults can all be exported as CSV.
• A full Word (.docx) investigation report can be generateddirectly from the web interface.
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Usage
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Usage
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Usage
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Usage
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Usage
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Usage
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Usage
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Usage
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Usage
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Conclusion
• Triager: open-source DFIR automation and investigationplatform for Windows triage collections.
• Processing engine: orchestrates parsers, extracts host datafrom registry hives, normalizes outputs, and supports CLIsearch and IOC hunting.
• Web Console: multi-case and multi-machine management,cross-machine correlation, unified timeline, IOC scanning,AI-assisted analysis, and automated reporting.
• Distributed as a single binary.
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