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Introduction

• DFIR investigations depend on the ability to quickly identify
what was executed, installed, copied, or present on a
compromised system.

• This information is important because attackers frequently
remove their tools after execution or rename malicious files
using legitimate Windows process names.
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Introduction

• The Amcache.hve artifact stores rich metadata about
executables and drivers, including file paths, compilation
timestamps, publisher information, file sizes, and SHA-1
hashes.

• It may preserve information about files that were deleted,
renamed, or otherwise lost during an attack.
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Introduction

• This work introduces AmCache-EvilHunter, an open-source
command-line tool to parse and analyze Windows
Amcache.hve registry hives.

• The main goal is to reduce manual effort during triage and
help analysts quickly identify records that deserve deeper
investigation.
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Background and related tools

Relevant Amcache.hve keys:
• InventoryApplicationFile

• InventoryApplication

• InventoryDriverBinary

• InventoryApplicationShortcut
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Background and related tools

Table: Comparison between AmCache-EvilHunter and related tools.

Feature This work AmcacheParser KAPE Velociraptor
Parse Amcache.hve ✓ ✓ ✓ ✓
CSV export ✓ ✓ ✓ ✓
JSON export ✓ ✓ ✓ ✓
Date filtering ✓ – – Limited
Keyword search ✓ – – Limited
Suspicious exe-
cutable detection

✓ – – –

Threat intelligence
enrichment

✓ – – Limited
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Architecture and implementation

Figure: General architecture of AmCache-EvilHunter.
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Architecture and implementation

• AmCache-EvilHunter requires Python 3.7 or higher.

• The user can enable OpenTIP lookups with --opentip and
VirusTotal lookups with -v or --vt.

• Lookup results are cached during execution to avoid repeated
requests for the same hash.

• The user can choose to export results to CSV or JSON Lines for
reporting, timeline analysis, or further processing.
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Usage

Figure: Basic usage of AmCache-EvilHunter to parse an Amcache.hve file.
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Usage

Figure: Identification of suspicious artifacts.

Cristian Souza (Kaspersky & IME-USP) SBSeg 2026 11 / 16



Introduction Background and related tools Architecture and implementation Usage Conclusion

Usage

Figure: Identification of suspicious artifacts.
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Usage

Figure: Threat intelligence lookup using Kaspersky OpenTIP.
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Usage
Figure: VirusTotal lookup for a suspicious SHA-1.

Cristian Souza (Kaspersky & IME-USP) SBSeg 2026 14 / 16



Introduction Background and related tools Architecture and implementation Usage Conclusion

Conclusion

• This paper presented AmCache-EvilHunter, an open-source
tool designed to support Amcache-based triage during DFIR
investigations.

• The tool parses Amcache.hve registry hives and applies
multiple filters according to the analyst’s needs.

• It also exports results to CSV and JSON, and integrates
Kaspersky OpenTIP and VirusTotal lookups.

• Useful in DFIR cases involving deleted malware, renamed
binaries, and suspicious drivers or executables.
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