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Introduction

* In a recent incident response case, we dealt with a variant of the
Mimic ransomware with some interesting customization features.

* The attackers were able to connect via RDP to the victim’s server after
a successful brute force attack and then launch the ransomware.

e After that, the adversary was able to elevate their privileges by
exploiting the CVE-2020-1472 vulnerability (Zerologon).
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Introduction

* The identified variant abuses the Everything library and provides an
easy-to-use GUI for the attacker to customize the operations

performed by the malware.

& parent:c:\windows\system32 *.exe - Everything

File Edit View Search Bookmarks Tools Help

parent:c:\windows\system32 *.exe
Size Date Modified

115 KB 10/07 59:00 PM
57 KB 7/

Path

CA\Windows'\System32

Name
¥ control.exe
B lwinver.exe

1:|SlideToShutDown.exe

i1-|LanguageComponentsinstallerComH... C:\

() Fondue.exe

+ OpenWith.exe

1=/ fodhelper.exe

1=/ [premove.exe

* This ransomware variant is named “Elpaco” and contains files with
extensions under the same name.
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* Our analysis started with a basic inspection of the sample. First, we
verified its properties, such as the file type, strings and capabilities.

$ file 33eeeb257T834e0bl180T960ech9518eal
33eeeb251t834e0b180f960ech9518eal: PE32 executable (GUI) Intel 80386, for MS Windows
$ trid 33eeeb257t834e0bl180T960ech9518eal

TrID/32 -

File Identifier v2.24 - (C) 2003-16 By M.Pontello
Definitions found: 14909
Analyzing...

Collecting data from file: 33eeeb25f834e0bl80f960echb9518eal

43.3%
27.6%
13.2%
5.3%
5.2%

$ i

(

e e, e

.EXE)
.EXE)
.EXE)
.EXE)
.EXE)

Microsoft Visual C++ compiled executable (generic) (16529/12/5)
Win64 Executable (generic) (10523/12/4)

Winlé NE executable (generic) (5038/12/1)

0S/2 Executable (generic) (2029/13)

Generic Win/D0S Executable (2002/3)
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* Interestingly enough, the malware used a 7-Zip installer mechanism,
so it was classified as packed by most malware analysis tools and
raised suspicions with detection tools.

$ diec 33eeeb251f834e0b180T960ecbh9518eald
PE32

Compiler: Microsoft Visual C/C++(2005)[msvcrt]
Archive: 7-Zip(0.4)[-]

$ diec 33eeeb25f834e0bl80f960ech9518eal® --entropy
Total 7.97788: packed

O | PE Header|0]|512]2.55981: not packed
1|Section(0)["'.text']|512|101888|6.67404: packed
2|Section(1l)['.rdata']|102400|15360|5.71349: not packed
3|Section(2)['.data']|117760|2560|4.45154: not packed
4|Section(3)['.rsrc'1112032016912012.79098: not packed
5|0verlay|189440|3540503|7.99993: packed
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* We inspected the file as a ZIP and found that the sample abused the
Everything library.

* Everything features:

* Fast searching.
* Real-time updates.

$ 7z 1L -ba 33eeeb25f834e0b180f960ech9518eald

2021-11-24 10:00:00 ....A 791040 3539955 /za.exe
2021-12-17 01:01:18 ....A 1775264 Everything.exe
2022-04-07 11:54:26 ....A 86656 Everything32.dll
2024-06-05 12:09:48 ....A 2654321 Everything64.dll
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* The artifact was password-protected.

* Inside, there was a legitimate 7-Zip utility for extracting the malicious
archive contents.

 We were able to retrieve the password from the file strings:
2e434 RunProgram="hidcon:7za.exe x -y -p7183204373585782 Everything64.dll"
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* When executed, the malware unpacked the archive and dropped the
necessary files into the %AppData%\Local directory, inside a separate
directory with a randomly generated UUID as the name.

C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-D9CF-C8DF72D8F78A\
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PS C:\Users\user> Get-ChildItem C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-D9CF-C8DF72D8F78A

Directory: C:\Users\user\AppData\lLocal\BD3FDDDF-6CAF-3EBC-D9CF-C8DF72D8F78A

Mode LastWriteTime Length Name

-a---- 9/23/2023 4:11 PM 791840 7za.exe

-g3---- 8/25/2021 1:85 PM 821944 DC.exe

-a---- 4/27/2022 11:43 PM 2492416 ENC_default_default 2023-12-27 09-27-40=Telegram@datadecrypt.exe
-a---- 4/15/2821 12:17 AM 1775264 Everything.exe
-a---- 5/1/2021 3:41 AM 548 Everything.ini
-a---- 5/9/2023 4:51 PM 550 Everything2.ini
-a---- 3/24/2021 6:18 PM 86656 Everything32.dll
-a---- 9/3/2021 8:17 PM 2654321 Everything64.dll
-a---- 9/23/2024 11:10 AM 5934 global options.ini
-a---- 2/28/2022 1:11 AM 283136 guil35.exe

-a---- 6/9/2021 1:49 AM 283136 guid@.exe

-a---- 9/23/2824 11:10 AM 32 session.tmp

-a---- 8/18/2821 1©:32 PM 2491392 svhostss.exe
-a---- 2/22/2021 8:18 AM 358784 xdel.exe
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* The sample also drops a file called session.tmp into the same

destination directory. This is a session key for resuming encryption if
the malicious process is interrupted, as by a process kill.

he| sessiontmp
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* svhostss.exe is the main console used by the malware.
* gui40.exe is a GUI for customizing and executing the ransomware.

* In the GUI, the operator can:

* Select entire drives for encryption;

e Perform a process injection to hide malicious processes;
Customize the ransom note;
Change the encryption extension;
Set the order of encryption based on the original file format;
Exclude specific directories, files or formats from encryption.
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Motice Log
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pin on top B minimize I hide me (Ctrl + F2) B hide console (Ctrl + F1)

i Fixed 14264 mb
Ex Fixed Evidences 3454 mb
WA Volume{6371821d-20ef-467a-bb5... Hidden

WI92.168.17.128\C$ Network

W92.168.17.128\E% MNetwork

Start encrypt

Statistics

Add custom path - no filter exclusions applied M

Stop & close

State: Wait user action

Close GUI when encryption ends

Conzole path:

Console PID:

IC:\LISErs‘-usElU\ppl}ata\L{:Dal\BDSFDDDF—BCAF—SEEIC—EBCF—CE DFT208FT8A'svhostss exe

1212 Stage 1 time:

(=1
=1
(=1
=1
(=1
=1

Stage 2 time: 00:00:00 All time: 00:00:00
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® pin on top
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B minimize

Hello my
Your data is encrypted

Your decryption 1D is ID_PLACEHOLDER
Unfortunately for

you, 8 major IT security weakness |eft v
Bory

The only method of recovering files is to purchase de

If you want to recover your files, write us

1) eMail
2) Telegram - { of https:/f

= with antivirus in any case. In

Y CAUSE [

e for y
of your files

n_EI:: : _.EI[EI I_.:‘:

& COnsequences are yours)

:TT::I and unigue ke f:'_fd

ermanent data loss
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pin on top Hl minimize I hide me (Ctrl + F2) I hide console (Ctrl + F1)

Time influence

Time influence ~

Self extension

Disable windows defender -
|[ELPACOt2am | -

I Friority encrypt by "modify time” -
Extension priority
|TIEl;sql;sqlite;sqlitES;squtedb;mdf;mdb;adb;db;dbS;dbf;dbﬁ;udb;dbv;dbx;edb;exbﬂI - Wipe free space after encrypt (wen,

Encrypt hidden drives -
Excluded extensions
IS-BB;m}d;dﬁtthemepa[t;diagnab;dia,gdg;diagplg;dII;infD;mui;sys;thEmE;tmp; I Scan network for shares

{much faster)

Search hidden network shares

<]
1]
14

Excluded directory names

Isteamapprs:Car:he:EI-DDt:Chlome:FirEfDx:Muzilla:aniIIa. Firefnx:MiuosDﬂEdgE:lntel

<]

Encrypt mounted network drives

{much faster})

Excluded file names

IdEl'tDp.ini;imnmme.db;thumbﬁ.db; I (little) . Create checksum (average)
Log to console N

B Services to kill

| | {~1 minute) M Logto file -

B Processes to kil I Delete log if encryption successed -

[ | (little) Use "Everything” engine (faster)

System commands to execute I B50D on encryptor killed -

Ireg add "HKLMSOF TWAREMicosoftiWindows NT\WCumentVersiontWinlogon™ v “:ﬂl ~

<]

Kill telemetry processes
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* The console interface, running alongside the GUI, gathers detailed
information about the system, including drives and file shares.

e R B B B W B s M M s W M B s W W s M B s B s M M M |

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42

:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]
:09]

Mimic 6.3

%] Sysinfo.. ..

=== ASYSTEM NG ————c—
WIN ARCH: x64

WIN VER: 10.06.19645

CORE COUNT: 2

MEM TOTAL: 8191 Mb.

MEM AVAIL: 6087 Mb.

IS DOMAIN: No

LOCAL SYS: No

ELEVATED: Yes

HAS ADMIN: Yes

PC NAME: DESKTOP-MFDBTER
USER NAME: user

IN GROUPS:

DESKTOP-MFDBT6R\None

Everyone

NT AUTHORITY\Local account and member of Administrators group
BUILTIN\Administrators

BUILTIN\Users

NT AUTHORITY\INTERACTIVE

CONSOLE LOGON
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* The sample allows for the import and export of malware
configuration files according to the parameters set by the operator.

crosoftEdge;Internet Explorer;Tor Bro ;O0pera;0Opera Software;C on Files;Config_Msi;Intel;Microsoft;Microsoft
ramData;System Volume Informa stmp; Temp; are indo i - ;Wi ; Journal ;Windows NT;Windows Photo
S R JOWS . ~BT; $lWindows.- f

llowMultipleTSSessions” /t REG_| ) fd @x1 /f;reg add "HKLF stem\CurrentCc "0 ol\Terminal Server”
osoft\Windows NT\CurrentVersion\Image File Execution Option /v Debugg t REG_SZ /d "c:\wind

scan the files with antivirus in any case. In case of data loss, the consequences are ~s ) \nYour data is e pted? . ntion ID is ID PLACEHOLDER
IT security weakness left you open to attack, your files have been encrypted\nThe only method of r eri es 1s to chase decrypt toocl and unique
r file Wr l‘t'r1 u'\-rll! ail - Telegram - or https not rename
cause permanent data loss. \nWe are always ready to cooperate and find the best way to ve your
pany values its reputation. We give all guarantee 3
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* When executed, the malware creates the following registry keys.

HKLM\SOFTWARE\Classes\.ELPACO-team\: "mimicfile"
HKLM\SOFTWARE\Classes\mimicfile\shell\open\command\: "notepad.exe
"C:\Users\user\AppData\Local\Decryption_INFO.txt""

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\svhostss:

""C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-D9CF -
C8DF72D8F78A\svhostss.exe™"

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\svhostss.exe: "notepad.exe
"C:\Users\user\AppData\Local\Decryption_INFO.txt""
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* svhostss.exe, lacks significant protection from analysis.

policy ignoreallfailur
nabled no

tZerol et=0 length

util file setZero et=0 length=
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e SetSearchW function:

-
)}
da
w

cmovae €ax,dword

pusn

call dword ptr ds:[<Everything_SetSearchw>]

p MO
=
i

.

b

5
F
G
E
8
5
F
8

m= o w,m

WO wW
O
& N

[

MmToOMoaomoon
vimon o

=

amMmoempPpw

]

-

W

o m
-~
-



kaspersky
Analysis

* Encryption using ChaCha20:

000
OOF&10OFD 501

M &
(L e I e IR R

EE 360000
F O

5
E

(o5 I n S

&4 06 :
7470000 ‘hostss. FESBAD
pop I
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pop
ret
Xorps xmmo, xmmo

= = N

[ e T
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* All procedures performed by the ransomware during execution are

PS C:\temp> ls

Directory: C:\temp

Mode LastWriteTime
-a---- 9/25/2024  4:39 PM
—a--—- 9/25/2024  4:38 PM

logged to C:\temp\MIMIC_LOG.txt.

Length Name

48816 MIMIC_LOG.txt
32 session.tmp

PS C:\temp> gc -TotalCount 160 .\MIMIC_LOG.txt

[16:39:33] Waiting for signal to terminate
[16:39:33] [*] Backup session key success

[16:39:33] [*] Protect directory...:

[16:39:33] [*] Using settings:

[16:39:33] [*] ----m-m-mmmmmmm -

PS C:\temp> gc -Tail 1@ .\MIMIC_LOG.txt

[16:41:35] [*] Kill watcher

[16:41:35] [*] Self del

[16:41:35] [+] Success run: cmd.exe /d /c "ping 127.2 -n 5 & fsutil file setZeroData offset=0 length=20000000 "C:\Users\user\AppData\
Local\BD3FDDDF-6CAF-3EBC-DICF-C8DF72D8F78A\svhostss.exe” & cd /d "C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-DICF-C8DF72D8F78A" &

C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-D9CF-C8DF72D8F78A

Del /f /q /a *.exe *.ini *.d11 *.bat *.db" (pid:7752)

[16:41:35] Closing...



YARA rules

* Rule for detecting the Elpaco dropper:

import "pe”

rule elpaco dropper

{
meta:
author = "Kaspersky - GERT"
description = "Yara rule for detecting the Elpaco dropper.”

target entity = "file”

strings:
$s51 = "-p7183284373585782" wide ascil nocase
$52 = "Everythingb4.d11”™ wide ascii nocase
$52 = "ELPACO-team.exe" wide ascii nocase
condition:

(2 of ($s*)) and pe.imports(“SHELL32.d11", "ShellExecuteW") and pe

kaspersky

.imports({"KERNEL32.d11", "LoadlLibraryA™)
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* Rule for detecting the Elpaco main console:

import "pe”
rule elpaco_console
{
meta:
author = "Kaspersky - GERT"
description = "Yara rule for detecting the Elpaco main console.”
target entity = "file”
strings:
$s51 = "powershell.exe -ExecutionPolicy Bypass" wide ascii nocase
$s52 = "Software’\\Classes\\mimicfile\\shell\\open\\command” wide ascii nocase
353 = "cmd.exe fc DC.exe /D" wide ascii nocase
$s54 = "MIMIC LOG.txt" wide ascii nocase
3s5 = "mimicfile” wide ascii nocase
$56 = "Everything Setup...” wide ascii nocase
$s7 = "[*] Everything Query..." wide ascil nocase
condition:

5 of ($s*) and pe.imports("Everything32.d11", "Everything SetSearchW") and pe.imports("bcrypt.dll", "BCryptGenRandom")
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e Most affected countries:

35

31
30
25

20

15

United States Russian Federation Netherlands Germany France
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* Mimic appearances per month:

20

18
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Tactic Technique ID
Discovery Network Share Discovery TN35
Execution Command and Scripting Interpreter: Windows Command Shell T1059003
Execution Command and Scripting Interpreter: PowerShell T1059.001
Impact Data Encrypted for Impact 11486
Impact Service Stop T1489
Impact Inhibit System Recovery T1490
Defense evasion Abuse Elevation Control Mechanism: Bypass User Account T1548.002
Control
Defense evasion Masquerading T1036
Defense evasion Modify Registry Tz
Defense evasion Disable or Modify System Firewall T1562.004
Defense evasion Process Injection T1055
Defense evasion Hide Artifacts T1564
Persistence Boot or Logon Autostart Execution: Registry Run Keys / Startup 11547001

Folder
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* The artifact presented an interesting user interface for customizing its attributes,
while allowing the operator to export the parameters to a configuration file.

* Unfortunately, the encryption algorithm makes it impossible to decrypt the files
gn a}n infhected machine without the private key, which makes this threat hard to
eal with.

* Another feature of Elpaco is that it deletes itself after encrypting files to evade
detection and analysis.

* We have observed attacks with Elpaco and other Mimic samples on a massive
scale, targeting a wide range of countries worldwide, and we’ll continue
monitoring this threat.
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Indicators of compromise

* 61f73e692e9549ad8bc9b965e25d2da683d56dcl (dropper)
» 8af05099986d0b105d8e38f305efe9098a9fbdab (svhostss.exe)

Kaspersky products detect this threat with the following verdicts:

 HEUR:Trojan-Ransom.Win32.Generic (dropper).
 HEUR:Trojan-Ransom.Win32.Mimic.gen (svhostss.exe).


https://opentip.kaspersky.com/61f73e692e9549ad8bc9b965e25d2da683d56dc1/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c2656ba6b0214866&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8af05099986d0b105d8e38f305efe9098a9fbda6/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______03ad2980d0badcdb&utm_source=SL&utm_medium=SL&utm_campaign=SL

kaspersky

Unraveling the Elpaco
ransomware: A Mimic variant

Cristian Souza
Incident Response Specialist

Global Emergency Response Team | Kaspersky Lab



	Slide 1: Unraveling the Elpaco ransomware: A Mimic variant
	Slide 2: ./whoami
	Slide 3: Agenda
	Slide 4: Full article
	Slide 5: Introduction
	Slide 6: Introduction
	Slide 7: Analysis
	Slide 8: Analysis
	Slide 9: Analysis
	Slide 10: Analysis
	Slide 11: Analysis
	Slide 12: Analysis
	Slide 13: Analysis
	Slide 14: Analysis
	Slide 15: Analysis
	Slide 16: Analysis
	Slide 17: Analysis
	Slide 18: Analysis
	Slide 19: Analysis
	Slide 20: Analysis
	Slide 21: Analysis
	Slide 22: Analysis
	Slide 23: Analysis
	Slide 24: Analysis
	Slide 25: YARA rules
	Slide 26: YARA rules
	Slide 27: Victims
	Slide 28: Victims
	Slide 29: Tactics, techniques and procedures
	Slide 30: Conclusion
	Slide 31: Indicators of compromise
	Slide 32: Unraveling the Elpaco ransomware: A Mimic variant

