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Introduction

• In a recent incident response case, we dealt with a variant of the 
Mimic ransomware with some interesting customization features.

• The attackers were able to connect via RDP to the victim’s server after 
a successful brute force attack and then launch the ransomware.

• After that, the adversary was able to elevate their privileges by 
exploiting the CVE-2020-1472 vulnerability (Zerologon).



Introduction

• The identified variant abuses the Everything library and provides an 
easy-to-use GUI for the attacker to customize the operations 
performed by the malware.

• This ransomware variant is named “Elpaco” and contains files with 
extensions under the same name.



Analysis

• Our analysis started with a basic inspection of the sample. First, we 
verified its properties, such as the file type, strings and capabilities.



Analysis

• Interestingly enough, the malware used a 7-Zip installer mechanism, 
so it was classified as packed by most malware analysis tools and 
raised suspicions with detection tools.



Analysis

• We inspected the file as a ZIP and found that the sample abused the 
Everything library.

• Everything features:
• Fast searching.

• Real-time updates.



Analysis

• The artifact was password-protected.

• Inside, there was a legitimate 7-Zip utility for extracting the malicious 
archive contents.

• We were able to retrieve the password from the file strings:
2e434 RunProgram="hidcon:7za.exe x -y -p7183204373585782 Everything64.dll"



Analysis

• When executed, the malware unpacked the archive and dropped the 
necessary files into the %AppData%\Local directory, inside a separate 
directory with a randomly generated UUID as the name.

C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-D9CF-C8DF72D8F78A\



Analysis



Analysis

• The sample also drops a file called session.tmp into the same 
destination directory. This is a session key for resuming encryption if 
the malicious process is interrupted, as by a process kill.



Analysis

• svhostss.exe is the main console used by the malware.

• gui40.exe is a GUI for customizing and executing the ransomware.

• In the GUI, the operator can:
• Select entire drives for encryption;
• Perform a process injection to hide malicious processes;
• Customize the ransom note;
• Change the encryption extension;
• Set the order of encryption based on the original file format;
• Exclude specific directories, files or formats from encryption.



Analysis



Analysis



Analysis



Analysis

• The console interface, running alongside the GUI, gathers detailed 
information about the system, including drives and file shares.



Analysis

• The sample allows for the import and export of malware 
configuration files according to the parameters set by the operator.



Analysis

• When executed, the malware creates the following registry keys.

HKLM\SOFTWARE\Classes\.ELPACO-team\: "mimicfile"

HKLM\SOFTWARE\Classes\mimicfile\shell\open\command\: "notepad.exe 

"C:\Users\user\AppData\Local\Decryption_INFO.txt""

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\svhostss: 

""C:\Users\user\AppData\Local\BD3FDDDF-6CAF-3EBC-D9CF-

C8DF72D8F78A\svhostss.exe""

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\svhostss.exe: "notepad.exe 

"C:\Users\user\AppData\Local\Decryption_INFO.txt""



Analysis

• svhostss.exe, lacks significant protection from analysis.



Analysis

• SetSearchW function:



Analysis

• Encryption using ChaCha20:



Analysis

• All procedures performed by the ransomware during execution are 
logged to C:\temp\MIMIC_LOG.txt.



YARA rules

• Rule for detecting the Elpaco dropper:



YARA rules

• Rule for detecting the Elpaco main console:



Victims

• Most affected countries:



Victims

• Mimic appearances per month:



Tactics, techniques and procedures



Conclusion

• The artifact presented an interesting user interface for customizing its attributes, 
while allowing the operator to export the parameters to a configuration file.

• Unfortunately, the encryption algorithm makes it impossible to decrypt the files 
on an infected machine without the private key, which makes this threat hard to 
deal with.

• Another feature of Elpaco is that it deletes itself after encrypting files to evade 
detection and analysis.

• We have observed attacks with Elpaco and other Mimic samples on a massive 
scale, targeting a wide range of countries worldwide, and we’ll continue 
monitoring this threat.



Indicators of compromise

• 61f73e692e9549ad8bc9b965e25d2da683d56dc1 (dropper)

• 8af05099986d0b105d8e38f305efe9098a9fbda6 (svhostss.exe)

Kaspersky products detect this threat with the following verdicts:
• HEUR:Trojan-Ransom.Win32.Generic (dropper).

• HEUR:Trojan-Ransom.Win32.Mimic.gen (svhostss.exe).

https://opentip.kaspersky.com/61f73e692e9549ad8bc9b965e25d2da683d56dc1/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c2656ba6b0214866&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8af05099986d0b105d8e38f305efe9098a9fbda6/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______03ad2980d0badcdb&utm_source=SL&utm_medium=SL&utm_campaign=SL
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